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AIRTEL MOBILE COMMERCE ZAMBIA LIMITED (AIRTEL MONEY)
PRIVACY NOTICE

Introduction
Airtel Mobile Commence Zambia Limited offers payment system services
under license from the Bank of Zambia

Our Privacy Notice hereby informs you as our customer, agent, supplier,
partner or visitor of:

(i) who we are

(ii) (ii) the personal information we collect about you
(iii) (i) the reason for collecting the information and
(iv)  (iv) how we use the information.

In this regard, this Privacy Notice relates to the handling of your personal
information as we are committed to protecting and safeguarding your
privacy and interests as well as ensuring compliance to our regulatory
obligations. The term “personal information” in this Notice means any
information relating to an identified or identfifiable individual and/or entity

. Who Airtel Money is in the context of personal information

Airtel Money Zambia Limited (*Airtel Money)’ or (‘We’) is a controller of your
personal information and responsible for the processing of your information.

Personal Information Collected

The personal information listed below is generally required to facilitate
provision of Airtel Money services (including any services offered through
our partners) to our customers and can be collected either in person, over
the phone, by email, or via our website.

We collect, use, store and transfer different types of personal information
including but not limited to:

e identity information including name; date of birth; National
ID/Passport/service card/alien card number; signature for
customers;

e A copy of your identification card

e Live image of your face



e contact information including telephone number; email address;
nationality; gender; photo ID; postal address; physical address for
customers, agents and corporate partners;

¢ financial information including Tax Payer Identification Certificate,
bank account details for, partners, and suppliers;

e transaction data when using mobile money services;

¢ financial and transactional information such as your money transfers,
payments, deposits and the source/destination of funds for each,
information about how you use of our Services

¢ Company ownership information including ultimate beneficial
ownership information

¢ name and contact information relating to recipients to whom you
send or from whom you request or receive money or with whom you
otherwise choose to transact when Airtel Money Services.

e while visiting our premises visitors will be required to provide
identification information sufficient to allow for verification

e Some of our premises will be monitored by CCTV for security reasons

e Your calls fo the call center will be recorded for quality assurance
purposes

e while visiting our Website, the server used by Web Host will record the
following: Your IP Address; the date and time of your visit; the type of
Internet Browser used; the URL of any website that you were directed
from; and the personal information from your computer when you
browse this site will be collected voluntarily.

. Use of Personal Information

We generally use your personal data to facilitate the provision of Airtel
Money services to you and more specifically for the following reasons (this
list is not completely exhaustive):

to contact you with information relevant to the Services that you use or the
loyalty programs that you participate in or may want to participate in, to
answer questions or respond to other requests that you send to our
customer service teams;

to communicate some information with you i.e., responding to any of your
queries, or alerts;

to send you marketing or promotional messages, newsletters when you
have consented/ opted in (you may contact us to opt out of receiving
marketing messages);

to process payments or billing of products or services;



e to allow for the purchase and use of mobile money services;

e to improve internal operations such as managing and use of network,
products and service offerings;

e to comply with any legal or regulatory requirement or for use by our lawyers
in connection with any legal proceedings;

e for due diligence, identfity verification, credit checks, fraud prevention,
security purpose and debt recovery purposes;

e for purposes of making payments to suppliers, partners or agents;

e forresearch, statistical, survey and other scientific or business purposes.

5. Retention of Personal Information

Your Personal Data will be kept as long as is necessary to fulfill the purpose
for which it was collected; for purposes of meeting legal and regulatory
requirements or instituting or defending a legal claim.

6. Sharing of Personal Information

6.1

6.2

Due to the mutual trust with our customers, Airtel Money will maintain
at all fimes the privacy and confidentiality of all personal data
collected. Such data may only be disclosed when required by law or
when in good faith we believe that such action is necessary or
desirable to comply with the law, protect or defend the rights or
property of Airtel.

Airtel may also share your personal data with law enforcement
agencies; government agencies; and judicial courts in accordance
with the law. For purpose of providing our services, we may share your
personal data with third-party service companies or individuals which
include; agents; partners.. The third-party service companies or
individuals are contractually bound not to disclose the personal data
to any third party and to process your personal data using all
appropriate safeguards

7. Cross-Border Transfer of Personal Information

/7.1

We may also fransfer your personal data to third parties that are
located in countries outside Zambia, as permitted or required by
applicable law, regulatory authorities, law enforcement, and
government agencies. This may be required (i) to provide our



Services to you; (ii) to fulfil a legitimate business purpose where such
purpose does not outweigh your rights and freedoms as a data
subject or (iii)for legal and compliance obligations which apply to
our Services.

7.2  Additionally, when you send or receive money to or from another
country, we will also be required to share some of your personal data
with that country as required or permitted by law. We may also
transfer certain personal data about you to our data centers located
outside of the country and process it to fulfil our legal obligations
which apply to our Services. By using our services, you acknowledge
that such transfers of personal information outside of your country of
residence may occur.

8. Privacy Policy

You can access the Airtel Money Data Protection and Privacy Policy by
clicking on this link https://www.aqirtel.co.zm/assets/pdf/Airtel-Mobile-
Commerce-Zambia-Limited-Privacy-Policy.pdf.

9. Cookies

We may store some of your data using "cookies” i.e a small text file that can
be stored on and accessed from your device when you visit one of our
websites. This enables us to recognize you when you visit our websites. The
use of cookies allows us to identify you, frack your preferences and the use
of our websites. Our website may contain links to other websites. Airtel
Money will not be responsible for contents of other websites including their
data collection practices and privacy policies.

10.Legal Rights
10.1 You can exercise the following rights with respect to your Personal
Data with Airtel:

a) request for and access your Personal Data collected and stored by
Airtel and the purpose for which it is being processed:;
b) withdraw consent at any time. For example, you can withdraw your

consent to receipt of our marketing or promotional materials or
unsubscribe to our newsletters;

C) object to automated decision making;

request rectification and modification of Personal Data kept by Airtel;
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10.2

request for deletion of your Personal Data;

be informed of and entitted to provide consent prior to the
processing of Personal Data for purposes other than that for which
the Personal Data were collected;

request for the portability of the Personal Data to another data
controller of your choice;

request that Airtel restricts processing of your Personal Data; and
request for information regarding any specific processing of your
personal data.

You have rights under data protection laws and regulations in
relation to your personal information. You have the right to lodge a
complaint with us regarding these rights or contact the Office of the
Data Protection Commissioner or competent authorities; however,
we will appreciate if you first contact us for assistance before
escalating a matter to the Data Protection Commissioner.

.Contents

All contents published on our website reflect the latest available
information. There is a possibility that some of the content may be outdated
and this is not due to negligence, but is out of our control. Only formal
documents are considered to be official and reflect all company changes.
The company is not to be held liable in respect to the content on this site if
used in sole discretion. We have full rights to change content without prior
nofice.

12. Queries

In the event you have further queries to your personal data, please contact
the Data Protection Officer at:

Data Protection Officer

Airtel Zambia

Corner of Addis Ababa and Great East Road P.O. BOX 320001

Lusaka, Zambia

Email: dataprotection@zm.airtel.com
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